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Executive summary

Instructure: Canvas, Bridge, Arc, Practice, MasteryConnect,
Portfolium, Mobile Apps, and Other engaged Bugcrowd, Inc. to
perform an Ongoing Bounty Program, commonly known as a crowd-
sourced penetration test.

An Ongoing Bounty Program is a cutting-edge approach to an
application assessment or penetration test. Traditional penetration
tests use only one or two personnel to test an entire scope of work,
while an Ongoing Bounty leverages a crowd of security researchers.
This increases the probability of discovering esoteric issues that
automated testing cannot find and that traditional vulnerability
assessments may miss in the same testing period.

The purpose of this engagement was to identify security
vulnerabilities in the targets listed in the targets and scope section.
Once identified, each vulnerability was rated for technical impact
defined in the findings summary section of the report.

This report shows testing for  Instructure: Canvas, Bridge, Arc,
Practice, MasteryConnect, Portfolium, Mobile Apps, and Other's
targets during the period of: 01/01/2018 – 12/31/2018.

For this Ongoing Program, submissions were received from 34
unique researchers.

The continuation of this document summarizes the findings, analysis,
and recommendations from the Ongoing Bounty Program performed
by Bugcrowd for Instructure: Canvas, Bridge, Arc, Practice,
MasteryConnect, Portfolium, Mobile Apps, and Other.

This report is just a summary of the
information available.

All details of the program's findings —
comments, code, and any researcher
provided remediation information —
can be found in the Bugcrowd
Crowdcontrol platform.
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Reporting and methodology

Background

The strength of crowdsourced testing lies in multiple researchers, the pay-for-results model, and the
varied methodologies that the researchers implement. To this end, researchers are encouraged to use
their own individual methodologies on Bugcrowd Ongoing programs.

The workflow of every penetration test can be divided into the following four phases:

Bugcrowd researchers who perform web application testing and vulnerability assessment usually
subscribe to a variety of methodologies following the highlighted workflow, including the following:
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Targets and scope

Scope

Prior to the Ongoing program launching, Bugcrowd worked with
Instructure: Canvas, Bridge, Arc, Practice, MasteryConnect,
Portfolium, Mobile Apps, and Other to define the Rules of
Engagement, commonly known as the program brief, which includes
the scope of work. The following targets were considered explicitly in
scope for testing:

https://bugcrowd-tc.instructure.com/

https://bugcrowd*.staging.bridgeapp.com

https://sectest.beta.instructuremedia.com

https://bugcrowd*.perform.stage.bridgeapp.com

https://play.google.com/store/apps/details?
id=com.instructure.candroid

https://play.google.com/store/apps/details?
id=com.instructure.teacher

https://play.google.com/store/apps/details?
id=com.instructure.parentapp

https://play.google.com/store/apps/details?
id=com.instructure.androidpolling.app

https://itunes.apple.com/us/app/canvas-student/id480883488?
mt=8

https://itunes.apple.com/us/app/canvas-parent/id1097996698?
mt=8

https://itunes.apple.com/us/app/canvas-teacher/id1257834464?
mt=8

https://itunes.apple.com/us/app/polls-for-canvas-create-take-
polls-in-canvas-by-instructure/id884329644?mt=8

*.stage.practice.xyz

app.stage.practice.xyz

*.suite.staging.bridgeapp.com

https://catalog-bugcrowd.inscloudgate.net

All details of the program scope and full
program brief can be reviewed in the
Program Brief.
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https://bugcrowd.suite.staging.bridgeapp.com/connect
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Findings summary

Findings by severity

The following chart shows all valid assessment findings from the program by technical severity.

Technical severity
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Risk and priority key

The following key is used to explain how Bugcrowd rates valid vulnerability submissions and their
technical severity. As a trusted advisor Bugcrowd also provides common "next steps" for program owners
per severity category.

TECHNICAL SEVERITY EXAMPLE VULNERABILITY TYPES

Critical

Critical severity submissions (also known as "P1" or "Priority 1") are submissions that
are escalated to Instructure: Canvas, Bridge, Arc, Practice, MasteryConnect,
Portfolium, Mobile Apps, and Other as soon as they are validated. These issues
warrant the highest security consideration and should be addressed immediately.
Commonly, submissions marked as Critical can cause financial theft, unavailability of
services, large-scale account compromise, etc.

Remote Code Execution
Vertical Authentication Bypass
XML External Entities Injection
SQL Injection
Insecure Direct Object Reference for a critical
function

High

High severity submissions (also known as "P2" or "Priority 2") are vulnerability
submissions that should be slated for fix in the very near future. These issues still
warrant prudent consideration but are often not availability or "breach level"
submissions. Commonly, submissions marked as High can cause account
compromise (with user interaction), sensitive information leakage, etc.

Lateral authentication bypass
Stored Cross-Site Scripting
Cross-Site Request Forgery for a critical
function
Insecure Direct Object Reference for a
important function
Internal Server-Side Request Forgery

Medium

Medium severity submissions (also known as "P3" or "Priority 3") are vulnerability
submissions that should be slated for fix in the major release cycle. These
vulnerabilities can commonly impact single users but require user interaction to
trigger or only disclose moderately sensitive information.

Reflected Cross-Site Scripting with limited
impact
Cross-Site Request Forgery for a important
function
Insecure Direct Object Reference for an
unimportant function

Low

Low severity submissions (also known as "P4" or "Priority 4") are vulnerability
submissions that should be considered for fix within the next six months. These
vulnerabilities represent the least danger to confidentiality, integrity, and availability.

Cross-Site Scripting with limited impact
Cross-Site Request Forgery for an
unimportant function
External Server-Side Request Forgery

Informational

Informational submissions (also known as "P5" or "Priority 5") are vulnerability
submissions that are valid but out-of-scope or are "won’t fix" issues, such as best
practices.

Lack of code obfuscation
Autocomplete enabled
Non-exploitable SSL issues

Bugcrowd’s Vulnerability Rating Taxonomy

More detailed information regarding our vulnerability classification can be found at: https://bugcrowd.com/vrt
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Findings table

The following table lists all valid assessment findings from the program:

TITLE VRT DUPLICATES PRIORITY STATE LINK

LFI and SSRF on "canvasdocs.instruct
ure.com" file preview functionality via s
ubmitting HTML document with PDF e
xtension - dumped AWS keys that hav
e privileges

Server-Side
Injection

- P1 RESOLVED 

XXE! Server-Side
Injection

- P1 RESOLVED 

Leaked Slack-webhook used for Public
Canvas LMS exposes internal users/c
hannels for instructure.slack.com and 
allows posting to any user/channel

Sensitive Data
Exposure

- P1 RESOLVED 

SSRF to Aws credentials via API(uplo
ad via url)!

Sensitive Data
Exposure

1 P1 RESOLVED 

Listing/Fetching/Modifying/Deleting an
y uploaded file in the instructure-signal
-beta bucket due to flawed multipart_si
gnature-logic

Server
Security
Misconfiguration

- P2 RESOLVED 

XSS from Author to Admin via URI XS
S via `original` parameter on https://bu
gcrowd201710257.staging.bridgeapp.c
om

Cross-Site
Scripting
(XSS)

- P2 RESOLVED 

Listing any uploaded file in the instruct
ure-signal-beta bucket due to flawed p
arsing in s3_url_signature.json

Server
Security
Misconfiguration

- P2 RESOLVED 

Stored URI XSS via `author/training` fr
om author to admin (everyone) via `m
eeting_url` parameter

Cross-Site
Scripting
(XSS)

- P2 RESOLVED 

Stored XSS for any user on sectest.bet
a.instructuremedia.com due to Movie 
Name on public page

Cross-Site
Scripting
(XSS)

- P2 RESOLVED 

Session Hijacking in Canvas Cross-Site
Scripting
(XSS)

- P2 RESOLVED 
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https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/1cb9eeea5d9d35d4aabdabbd5e7c89630aade1bb236030eaaecf4de889da8066
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https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/8f9fb44da16a6211ff879d6e2eb30bd35f3b93047d1e0fd46115403715ea9357
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/3acb78e04c3d51298102785c641907c65c5ad49f96d62aec32544be946f61eb5
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/977582ace799db33be3a2ef17887e8b066c6c3236c2d229e46f0b29e48e5f8b2
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/c51b098af80e67da50654fdf6370a4fa61d83219ed0a763960a62723044d0c2d
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/52dc293c64730f0054cec31e78fca88edd6b8499354ad5793bf281c7528fa341
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/aa0bdef2ec5baf298782c7ba93d3b93b78a17d7c5533d56b6e5b67558a1c63e4
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/8778dbc31ee72618985867e723999bb44381ccb6be8e12d743714b59b4fa6072
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/1782132216acd5dd601dd7e81627effdc616fac68b7f82e9465d75bc66048f17


XSS from Author to Admin via URI XS
S in `img href` on https://bugcrowd201
710257.staging.bridgeapp.com

Cross-Site
Scripting
(XSS)

- P2 RESOLVED 

XSS from `author` to `admin` by force-
using disabled applications via the `url`
parameter on `bugcrowd201710257.st
aging.bridgeapp.com`

Cross-Site
Scripting
(XSS)

- P2 RESOLVED 

`holly.inscloudgate.net` allows registrat
ion to anyone for employee-only social
media, stored XSS via `resource[url]` 
parameter at `/resources`

Cross-Site
Scripting
(XSS)

- P2 RESOLVED 

[Stored] XSS & Leak of Authenticity To
ken via JavaScript event handler for `d
ata-method`.

Cross-Site
Scripting
(XSS)

- P2 RESOLVED 

Subdomain Takeover Via unclaimed H
eroku Instance bbb03.instructure.com

Server
Security
Misconfiguration

- P2 RESOLVED 

Stored XSS via embedded SWF Server-Side
Injection

- P2 RESOLVED 

[Reflected] XSS via `return_to` parame
ter

Cross-Site
Scripting
(XSS)

- P3 RESOLVED 

The user with manager role can modify
due date of learners who in another te
ams in the checkpoints

Broken
Access
Control (BAC)

- P3 RESOLVED 

The user with manager role can modify
expire day of learners who in another t
eams in the Programs

Broken
Access
Control (BAC)

- P3 RESOLVED 

The user with learner can modify grou
ps in Programs

Broken
Access
Control (BAC)

- P3 RESOLVED 

The user with learner role can delete g
roup in Courses

Broken
Access
Control (BAC)

1 P3 RESOLVED 

TITLE VRT DUPLICATES PRIORITY STATE LINK
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https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/6f82460189f28a7d49b82a93532d6fc369125425c3ebcc7795d94a0fe54f2b29
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/3edc227a656ed278a2e19aaf955176e8df6730f32202616339b44f8cda349606
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/843304830c5d0ea6e7c899092ef6973024747324208f2cae151807787642281a
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/aa57bc7eda445a769051e975059895880e69bef0e89e14174d7f20e1216b3314
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/3c02aee5a9087f8096099c6774c98fea25c5ac18e98cd34826be7c53f7578431
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/12f6d7c694e5506a21f6ae557cbbd0230e5a27e8397389a782518761a8e72c39
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/118674943b5c6482b012a5210209923db80742ebe1ef098fe5267f1c2c419665
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/d88c61841fe52f3061d2c605120aa90b9e8897cb06257c0cfe8e31357c388259
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/11a0e727e17c6cd2eec5e88ee22814348e09c3dc8afa8886c7095d6eaec56b93
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/c12049860f96604210a413e4666df6793847ea204408b23970be1bf0d0cc6318
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/dd07731a3432c4bd9d2071aed2bdb1b1c62749c9e50b0ebbaaa994248ef451d3


The user can add note in agenda on b
ehalf of another user

Broken
Access
Control (BAC)

1 P3 RESOLVED 

The user can edits tasks of another us
ers

Broken
Access
Control (BAC)

1 P3 RESOLVED 

Privilege Escalation - Organization Tak
eover

Broken
Authentication
and Session
Management

- P3 RESOLVED 

The user with manager role can delete
team goal of another teams

Broken
Access
Control (BAC)

- P3 RESOLVED 

The user with manager role can add le
arners who in another teams in the Se
ssion of Live training

Broken
Access
Control (BAC)

- P3 RESOLVED 

The user with manager role can enabl
e Requires Approval in Checkpoints of
another team and add him as Approve
r

Broken
Access
Control (BAC)

- P3 RESOLVED 

The user with manager role can make 
complete progress of learners who in 
another teams in the program

Broken
Access
Control (BAC)

- P3 RESOLVED 

Plaintext login credentials for Zendesk 
in Canvas app source code.

Sensitive Data
Exposure

- P3 RESOLVED 

postMessage XSS in Arc due to cross-
origin listener without origin-check

Cross-Site
Scripting
(XSS)

- P3 RESOLVED 

The learner user can post any notes to
Private Notes of account_admin

Broken
Access
Control (BAC)

1 P3 RESOLVED 

The use can delete goals of another us
ers

Broken
Access
Control (BAC)

1 P3 RESOLVED 

TITLE VRT DUPLICATES PRIORITY STATE LINK
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https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/eee4b61ad9ac3e8019dcf826ec3f6dc3d5049d51a2a12856beaf587b5aae8ca7
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/5c05b51a0fbecbb326d4fa0d35ce5c8eded964b738c9f4cc9822965211966511
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/fd1ad328e9527dc5f2574551bd4a90a76adc19fc9a2d1ea2867d1d96027a11cf
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/516690bd23ae6e77c8ce6d1553c1667353085a61a439bdd6a98413e22303c35e
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/472e4b7fcff266238aa0cc8a6826f6a0e0057e3044bafd6f3aa954bac93e3562
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/b9d7ec6bd1ab43222c031b9ba52b7295698b711d928e6e91097ac1ad51495317
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/47cdbef70c39827d49b189fff8076a59dd56744cf6a5d41331f190a574cebf9a
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/d4c87c3a478baef547080d56a3a1ada644fd969ddb9b6e85c26f62617d12eaf0
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/6265bd8a5d440ab8df5dacad0276e6843605151e7db98f996ffc3fd140113036


The user can create a new assessmen
t to another users

Broken
Access
Control (BAC)

1 P3 RESOLVED 

The user can add subtask to goals of a
nother users

Broken
Access
Control (BAC)

- P3 RESOLVED 

Assign 1on1 task as a other user Broken
Authentication
and Session
Management

4 P3 RESOLVED 

Persistent XSS : LDAP Authentication Cross-Site
Scripting
(XSS)

- P3 RESOLVED 

The user with manager role can add le
arners who in another teams in the pro
gram

Broken
Access
Control (BAC)

- P3 RESOLVED 

The user can add tasks to others in an
other teams

Broken
Access
Control (BAC)

- P3 RESOLVED 

Email bombing to any user Server
Security
Misconfiguration

- P4 UNRESOLVED 

Rte limiting on forgot password Server
Security
Misconfiguration

- P4 UNRESOLVED 

No Rate Limiting on Form https://app.s
tage.practice.xyz/login

Server
Security
Misconfiguration

1 P4 UNRESOLVED 

Blind SSRF at `bugcrowd201710257.s
taging.bridgeapp.com/api/config/sub_a
ccount/apps` via `subdomain` paramet
er allows for internal port scanning

Broken
Access
Control (BAC)

- P4 RESOLVED 

Vulnerability: Backup mode enabled Sensitive Data
Exposure

- P4 RESOLVED 

TITLE VRT DUPLICATES PRIORITY STATE LINK
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https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/18b3d99924049035fac75f8a8b40457acb78b6d4758c539e6c191c043adbe4e3
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/87cbf8cadbcd372294d4e3c750575728b13ac08235fa221356fd9b22580d8ef4
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/b2562746327dead0d52baf60b047ea467986231971b6c46db0631fb04d2bced8
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/49601fba8d6cbb848f0ad014269336297a44ebce1f95c59e48b16d8e42ccabfc
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/f4fc8a6127ae71d7aa9eea8e5a6e3fc4a830c2f0efae5ee6c02c339aeedb1402
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/f476c0944d71c5156ac02a5cbe28b4bef86f121384ee93d6905148765bbafd9d
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/d3c8224d539d94a78abfabcba9cf2cc53ef27625c856affd454fe2358373a160
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/910df5eeae1273db5042fc862b6786cc6418b487c1572afa9f9cd69d2cd3f9fe
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/2ac118f20adb9e5349c2d3a264ed3b2fd3c53404ae69dcc4d92210cf5da495f8
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/4577a6d0e065ba3d14ad284bb57d1e08f7d0fd12ee8466e216b1143303a1c2d8
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/e3b260791d2cbd7edb1a95659fcebc0700c3bee2051ad78208fb6f601b0e77e4


Blind SSRF and Malicious Link Injectio
n affecting `account_admin` from `auth
or` (or anyone who can import CSVs) 
via `/api/admin/users/import` on `bugcr
owd201710257.staging.bridgeapp.com
`

Server
Security
Misconfiguration

- P4 RESOLVED 

External Auth Injection in Older Brows
ers/Image from Student to Teacher via
`submission[media_comment_id]` Par
ameter

Server-Side
Injection

- P4 UNRESOLVED 

Vulnerability: Backup mode enabled Sensitive Data
Exposure

- P4 RESOLVED 

Complete Trial Takeover on *.acme.ins
tructure.com via IDOR in /demos/{id}/l
oggin_as/admin Leads to Sub-domain 
Takeover of acme.instructure.com

Broken
Access
Control (BAC)

- P4 RESOLVED 

Vulnerability: Backup mode enabled Sensitive Data
Exposure

- P4 RESOLVED 

Lack of rate limiting - resend invitation 
feature

Server
Security
Misconfiguration

- P4 UNRESOLVED 

Vulnerability: Backup mode enabled Sensitive Data
Exposure

- P4 RESOLVED 

JIRA account misconfig causes interna
l info leak

Server
Security
Misconfiguration

- P4 RESOLVED 

Attackers can abuse zendesk's CC Fe
ature to signup for other accounts with
the support+id email

Broken
Authentication
and Session
Management

- P5 UNRESOLVED 

TITLE VRT DUPLICATES PRIORITY STATE LINK
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https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/3fe086637c2a84d616c65bbd5cda16da5db8ccd7025f2d6951f43486f3121fa1
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/1d70915f6625201e138094428657cf28293a58c30da0ea49e9d37b238782d4a7
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/8633df9c7ea35eb9a1e21520c5abcaac90ba1678ef3868a95c75ff056c848609
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/fae90aa05d68d769beda4afc33bb48fca5193299f35eebd066e93c1376b8e9a1
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/ae6060d8691d35fd0583b5d0f8f44061373a5c985d8af308b01c9a8f7c813f73
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/d2c9e6942d98cc125dc24eb3ecfebc15572020ae181efd94572f3ec9fc9aa3aa
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/5d685482f53e3ff1b442eecd3bb92542a5ef19d79fc42dc2ae9727a114c941a1
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/4b265e3468f74650a063c5afc165df62c2a83ae50e68f58b6b5782e7a916958e
https://tracker.bugcrowd.com/canvasbridgeinstructure/submissions/314742f1f1e603d86b4745554cecf8cfca14f6af977f31506da2ffcf65c8ae2e


Appendix

Included in this appendix are auxiliary metrics and insights into the Ongoing program. This includes
information regarding submissions over time, payouts and prevalent issue types.

Submissions over time

The timeline below shows submissions received and validated by the Bugcrowd team:

Submissions signal

A total of 112 submissions were received, with 52 unique valid issues discovered. Bugcrowd identified  
36 duplicate submissions, removed 24 invalid submissions, and is processing   0 submissions. The ratio
of unique valid submissions to noise was 46%.
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Bug types overview

This distribution across bug types for the Ongoing program only includes unique and valid submissions.

Broken Access Control (BAC) Cross-Site Scripting (XSS) Server Security Misconfiguration Sensitive Data Exposure
Server-Side Injection Broken Authentication and Session Management

Instructure: Canvas, Bridge, Arc, Practice, MasteryConnect, Portfolium, Mobile Apps, and Other
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Closing statement

May 30, 2019

Bugcrowd Inc.
921 Front St
Suite 100
San Francisco, CA 94111

Introduction

This report shows testing of Instructure: Canvas, Bridge, Arc, Practice, MasteryConnect, Portfolium,
Mobile Apps, and Other between the dates of   01/01/2018 - 12/31/2018. During this time, 34
researchers from Bugcrowd submitted a total of 112 vulnerability submissions against Instructure:
Canvas, Bridge, Arc, Practice, MasteryConnect, Portfolium, Mobile Apps, and Other’s targets. The
purpose of this assessment was to identify security issues that could adversely affect the integrity of
Instructure: Canvas, Bridge, Arc, Practice, MasteryConnect, Portfolium, Mobile Apps, and Other. Testing
focused on the following:

1. https://bugcrowd-tc.instructure.com/
2. https://bugcrowd*.staging.bridgeapp.com
3. https://sectest.beta.instructuremedia.com
4. https://bugcrowd*.perform.stage.bridgeapp.com
5. https://play.google.com/store/apps/details?id=com.instructure.candroid
6. https://play.google.com/store/apps/details?id=com.instructure.teacher
7. https://play.google.com/store/apps/details?id=com.instructure.parentapp
8. https://play.google.com/store/apps/details?id=com.instructure.androidpolling.app
9. https://itunes.apple.com/us/app/canvas-student/id480883488?mt=8

10. https://itunes.apple.com/us/app/canvas-parent/id1097996698?mt=8
11. https://itunes.apple.com/us/app/canvas-teacher/id1257834464?mt=8
12. https://itunes.apple.com/us/app/polls-for-canvas-create-take-polls-in-canvas-by-

instructure/id884329644?mt=8
13. *.stage.practice.xyz
14. app.stage.practice.xyz
15. *.suite.staging.bridgeapp.com
16. https://catalog-bugcrowd.inscloudgate.net
17. https://bugcrowd.suite.staging.bridgeapp.com/connect

The assessment was performed under the guidelines provided in the statement of work between
Instructure: Canvas, Bridge, Arc, Practice, MasteryConnect, Portfolium, Mobile Apps, and Other
and Bugcrowd. This letter provides a high-level overview of the testing performed, and the result of that
testing.

Ongoing Program Overview

An Ongoing Program is a novel approach to a penetration test. Traditional penetration tests use only one
or two researchers to test an entire scope of work, while an Ongoing Program leverages a crowd of
security researchers. This increases the probability of discovering esoteric issues that automated testing
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cannot find and that traditional vulnerability assessments may miss, in the same testing period.

It is important to note that this document represents a point-in-time evaluation of security posture.
Security threats and attacker techniques evolve rapidly, and the results of this assessment are not
intended to represent an endorsement of the adequacy of current security measures against future
threats. This document contains information in summary form and is therefore intended for general
guidance only; it is not intended as a substitute for detailed research or the exercise of professional
judgment. The information presented here should not be construed as professional advice or service.

Testing Methods

This security assessment leveraged researchers that used a combination of proprietary, public,
automated, and manual test techniques throughout the assessment. Commonly tested vulnerabilities
include code injection, cross-site request forgery, cross-site scripting, insecure storage of sensitive data,
authorization/authentication vulnerabilities, business logic vulnerabilities, and more.

Summary of Findings

During the engagement, Bugcrowd discovered the following:

COUNT TECHNICAL SEVERITY

4 Critical  vulnerabilities

12 High  vulnerabilities

22 Medium  vulnerabilities

13 Low  vulnerabilities

1 Informational  finding
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